Glossary of Terms
Antivirus
App

App Store
Cloud
External Hard Drive

Geotagging
Hardware
Internet Browser
Malware
Operating System
Phishing

Software

Virus, Worm, Trojan

Wi-Fi

A program used to defend against malicious software
(malware).
Commonly referred to as an app, an application is a type of
software that is downloaded onto a portable device such as
a tablet or smartphone.
The location on devices that allow apps to be purchased,
downloaded, or both using real currency.
A term used to describe a remote service that can store
your information such as photos, videos, and documents.
A portable device that can store documents, pictures, and
videos; oftentimes used as a back-up in the event
something happens to the originating device.
The hidden geographical coordinates embedded into a
photograph typically taken with a smartphone.
The physical components of a computer or device.
A platform to access the Internet such as Microsoft
Internet Explorer, Google Chrome, or Mozilla Firefox.
Malicious software designed to cause harm.
The system software that is necessary to use a computer or
device such as Microsoft Windows, Android, or Apple.
A malicious attempt, typically via email, to gain information
like passwords or financial information (credit card, bank
numbers) by pretending to be a trustworthy
company/person.
There are several types: One is the base system that makes
the computer work (operating system software). The other
are programs that do specific functions like creating a letter
or spreadsheet, playing a game, or doing taxes.
Harmful computer programs designed to spread
themselves from one computer to another through the
Internet; commonly used to create access to the infected
device and steal personal information.
Technology that allows connection to the Internet
wirelessly.
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Banking & Shopping
Protect Your Privacy
It is incredibly important to have strong, unique passwords for
financial sites or anywhere that your credit card information is
stored and accessed. If you use the same password for every
site, once criminals figure it out, they can simply use it on
your other accounts to break in.

Best Practices
Be sure you are on a real, secure site before entering personal information, including credit card
numbers or any sensitive, financial information.

Do not use open, or free, Wi-Fi to log into sensitive accounts where financial information is
stored or can be accessed.
Always log out of your account when finished - especially if using a public computer.

TIP

Always look for the “S” in HTTPS and a lock icon in the website URL bar to be
sure you are on a secure site! Typically, the side of the URL bar with the
lock icon will be highlighted green.

Banks will not ask for your credit card or password information via email. If you receive an
email asking for sensitive information and just cant tell if it is a legitimate message or not,
pick up the phone and call the company. There is no harm in double checking - this is YOUR
personal information!

SafeAndSecureOnline.org

SafeAndSecure@isc2.org

BASIC PROTECTION
• Keep your computer and devices safe by installing and updating anti-virus and other programs.
• Think before you click on anything online or open email attachments to avoid malware.
• Back-up your pictures and documents.

APPLY SECURITY UPDATES:
What is this? A way for companies to patch up
security holes hackers find in your software.
To What? Antivirus, Internet Browser, Operating
System, Device Apps, and all other programs.
How? Your software will prompt you to allow
these updates. Simply follow the prompts or set
the program to install updates automatically.

STOP AND THINK
Never assume anything is safe online. If it
looks too good to be true, it probably is!
Never provide sensitive information on social
media or via email. Be cautious of
promises of money or rewards in
ads and email. Do not open
attachments unless you are
sure of the sender and purpose.

GET ANTIVIRUS AND KEEP IT UPDATED
What is this? Software to defend your computer
against the bad stuff.
To What? Desktop computers and laptops.
How? In-store or online. If you are not sure about
the legitimacy of the website, simply call the
company.

BACK-UP YOUR DATA Computers crash and phones and devices break and get lost. Simply
use an external portable storage device or cloud services to back-up everything that is
important to you. If you do stumble across something and make a mistake infecting your
computer, you’ll still have your important family photos and documents backed up externally.
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P@ssw0rds
Create Strong, Complex Passwords
Combine lowercase and uppercase letters,
numbers, spaces if allowed, and special characters
such as # $ !

The longer, the better.

!

Don’t forget to use passwords at lock
screens on all mobile devices and
computers! This means laptops, phones,
tablets, or anywhere that you have the
option to use a passwords.

If it makes it easier to remember, substitute
letters for characters in common words
like this: S@feAndSecur3

TIP Do you see an option for “Two-Factor Authentication” or
“Multifactor Authentication” in your accounts? Use this additional
protection! When you log into an account such as your bank,
you’ll receive a code to your phone after inputting your password.
Simply input that code into the website, and you’re in!

Use Password Vaults
Use a reputable password vault company to securely store your passwords for you. When you go onto your
internet accounts like banking or shopping, your username and password fields will be filled in for you after
you begin using the vault. Thus, you don’t have to remember your login information. You simply will have a
single master password to remember. This password needs to be very long and secure. Important - you
cannot forget this master password as it is your key to get into the vault.

!

Change your passwords often!
Do not reuse the same passwords for
different sites and devices.

Try a “Passphrase”
String several words together in a phrase that is easy for you to remember such as “ilovedalmationdogs”
instead of the single password “dogs.” Passphrases are significantly stronger than an individual (pass)word.
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SCAM AWARENESS
Millions of people lose their money, privacy and sense of security every year due to online scams.
These scams come in many forms and are often designed by career criminals making them difficult to
detect. See real scam examples below and learn the signs!

The “Helpful” Computer Technician

The Stranded Traveler

A caller pretends to be from a reputable company that notices
something wrong with your computer. They pretend to call
out of concern to help you fix a problem. Their intention is to
talk you into giving them access to your computer so they can
take it over.

Convincingly appears to be coming from a family
member or a friend that desperately needs financial
help due to a crisis.

Hang up and block the caller. Run an anti-virus scan.

“If it seems too good to be true, it probably is”
has never been more important to remember. Cyber
criminals are clever and they will pull on your heartstrings, promise money and even befriend you.

Don’t respond. Call the family member or
friend to verify they are not in need of help.

The Rich “Prince”
Convinces you that, in return for sending money,
you will receive an even larger sum of money.

Don’t respond and block the sender.

Ransomware
A scare tactic that takes control of your device or files; designed to threaten you into paying a fine to get your access back.
There is no guarantee that paying the fine or doing what the data kidnapper tells you will give access to your PC or files
again.

Do not pay fines, run an anti-virus scan and contact police if you were deceived into paying fines.
SCAM SIGNS

Crisis or emergencies

Offerings of money or prizes

Time limits or countdowns

Extremely urgent requests

Threats or accusations

VICTIM? Go through all of your online accounts whether you believe they have been compromised or not and
change the passwords. Make a list of all information that you unsuspectingly gave to the criminal. Track all
communications, especially if the scammer is still trying to exploit you. Obtain a copy of your credit report or
confidential financial records and review them. Notify your financial institutions about the situation and they will
advise you. Contact your local law enforcement.
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Top 10 Online Safety Tips for Seniors

1. Think before you click.
2. Get anti-virus protection and keep it updated.
3. Keep your computer software and apps updated.
4. Back-up your pictures and documents.
5. Create strong, unique passwords for every site.
6. Be careful on public WIFI connections.
7. Question what you see in emails and pop-ups.
8. Download and stream from proper sites only.
9. Do not post sensitive information on social media sites.
10. Be mindful of email and phone call fraud attempts.
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